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FOREWORD

The Human Factors Technical Area of the Army Research Institute
(ARI) is concerned with helping users and operators cope with the ever
increasing complexity of the battlefield automated systems by which they
acquire, transmit, process, disseminate, and utilize information. In-

creased system complexity increases demands imposed on the human inter-
acting with the machine. ARI's efforts in this area focus on human perfor-
mance problems related to interactions with command and control centers,
and on issues of system design and development. Research is addressed to
such areas as user-oriented systems, software development, information
management, staff operations and procedures, decision support, and systems
integration and utilization.

An area of special concern in user-oriented systems is the improvement
of the user-machine interface. Lacking consistent design principles,
current practice results in a fragmented and unsystematic approach to
system design, especially where the user/operator-system interaction is
concerned. Despite numerous design efforts and the development of exten-
sive system user information over several decades, this information remains
widely scattered and relatively undocumented except as it exists within and
reflects a particular system. The current effort is dedicated to the
development of a comprehensive set of Human Factors guidelines and eval-
uation criteria for the design of user/operator transactions with battle-
field automated systems. These guidelines and criteria are intended to

assist proponents and managers of battlefield automated systems at each
phase of system development to select the design features and operating
procedures of the human-computer interface which best match the require-
ments and capabilities of anticipated users/operators.

Research in the area of user-oriented systems is conducted as an
in-house effort augmented through contracts with uniquely qualified
organizations. The present effort was conducted in collaboration with
personnel from Synectics Corporation under contract MDA903-80-C-0094.
The effort is responsive to requirements of Army Project 2Q263744A793,
Human Performance Effectiveness and Simulation, and to special requirements
of the U.S. Army Combined Arms Combat Developments Activity (CACDA), Fort
Leavenworth, Kansas.

JEPH Z ID R
Te hnical 4 rector
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DESIGN GUIDELINES AND CRITERIA FOR USER/OPERATOR TRANSACTIONS WITH BATTLE-

FIELD AUTOMATED SYSTEMS VOLUME I: EXECUTIVE SUMMARY

SUMMARY

Requirement:

To develop a comprehensive set of human factors guidelines and criteria
for the design of user/operator transactions in battlefield automated
systems for use by human factors specialists and system proponents,
managers, and developers.

Procedure:

To meet the requirement stated above, a three phase research program
was initiated. Phase I is devoted to defining human factors requirements
for battlefield automated systems and developing preliminary guidelines and
criteria. In Phase II, the technical data base will be developed further
and a prototype handbook of guidelines and criteria will be prepared.
phase III will test, evaluate, and refine the handbook, and complete any

remaining R&D items.

This document is one of a series reporting activities and products
of Phase I. A preliminary analysis was conducted of a broad range of
battlefield automated systems to provide an initial baseline of human
factors requirements. This baseline data base was then validated and
expanded through intensive analyses of four systems selected to represent
different Army functional areas and different stages of the system life
cycle. The resulting data base served as the foundation for the develop-
ment of preliminary guidelines and criteria.

Findings:

Data obtained for the data base of human factors requirements amply
demonstrated the need for guidelines an criteria. Few design differences
appeared so serious individually as to threaten mission effectiveness.
Nonetheless, various combinations of such deficiencies could significantly
degrade system performance if the user/operator confronted them simulta-
neously or in rapid succession. Opinions offered by members of the devel-
opment community who have reviewed the preliminary guidelines and criteria
suggest they will be useful in the design and evaluation of the human-

computer interface in battlefield automated systems.

vii
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Utilization of Findings:

Findings from the analysis of individual systems may be useful to

proponents in specifying user/operator requirements for future system

evolution. In this project, the findings were incorporated in a data base

on human factors requirements which provided the "real world" foundation

for development of the provisional guidelines and criteria presented in

volume IV of this report. The provisional guidelines and criteria will be

utilized as the basis for development of the prototype handbook.
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PROBLEM

ThQ proliferation of battlefield automated systems, however, carries wit)-

it : otential problems. As it turns out, battlefield automation, rather than

red'.icinq the human skills required for computer technology, as originally ex-

T, cted, actually imposes demands for even greater skill levels. With the

A:r'ps pool of skilled manpower decreasing, we can anticipate a time when

":2;fficient lersonnel will be available to staff the increasing numbers of

-om lox battlefield automated systems being introduced (Figure 2). In additior.,
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Fxau~e 2. Is There a Point Where we may have More Systems in the Acquisition

Cycle Than we have People Available to Staff and Maintain Them?

these systems are not designed with sufficient consideration for the user/

orerator. Therefore, while a system might be well desiane( technically, from

the user's/operator's perspective it may be less than optimal. Further, existing

and projected systems have been develoned without coordination among proponents

and developers. As a result, each battlefielC auto-ate. s',sten presents a new

learning experience for the user/operator, with little knowledge gained from

one system carried over to the next. This skill/demand mismatch imposes

unnecessary burdens on personnel and necessitates extra training that could be
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avo-)ide.d by I'roper sys t em dus s q I I A s w t Ih it:', wt- I I Isos ii.t.:.I

Counterpar t in physical and electr ical compolluiht ai'eav 1I i I I :t a '2 I .

address- comp'atibil]ity issues. tIser1s/operator. i; fIrr;n '." .1 JT

dnO thetr during( their C,1aerS. More importantly, usraof ()- :. i t' ia.

Must interact with u.'ers of other s;ystems. Behaviorailiteo a i

cernied with dIesignls for sy.stekms; that Iwpemit usr/jrrr;Iatroia; 5:

f rom one, syst em t o anlothlerI, and tha t perm it usecr/ote rators i ti .

to interact convenientl..

That successftul ;vs;t em funct ion i nq der ends' Oil full anld f air : raI

of us;er/operator chiarLcter is ti Cs dulring~ dIeve lopm;M(I has; 1011(e; ; a

Neverthe less, virtually noti nq has b~een done to deve lo01 a !)uManl faCt ra c;

noloqy., to aid efforts to take those characteri-stics into accounit.

PURPOSE

The purpose of this project is to fill thle need for human factors tech-

nology by developing a comprehensive set of ituidelines and criteria for us-er'

operator transactions with battlefield automated systems. These efforts %-;1l

provide to the system design team the tools necessary to capitalize on humai;

capabilities and to compensate for human limitations, thereby einhancinue jiurl''

performance and facilitating coordination among proponents and developers.

The intent of this first phase in the three-p-hase project was to analyi-e

battlefield automated systems, qatherinq information to provide a bas--eline of

human factors requirements for user/operator transact ions. Another purj ose;,

equally important, was to develop a preliminary set of quidelines9 a;Id criteria

based upon the basel ine of information obtained from the analyses of systems.

ACCOMPL I SMfENTS

in order to fulfill these purposes, an initial survey of all b~attlefieldl

automated systems was undertaken. The survey beqan with a review oif the

13attlef ield Automated 'lanagement Plan (DAMP) and the Army Bat t leiel Inter

face Concept (ABId) Since neither program provided suitable data on)t human1/

computer interaction, it became necessary to devise special dat-i collectri

3
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b)ecaie tht, first products of this pro ieCt , wet tl t., t to ,ximirune 1,,,t , no rV.o

sy t em; at1I relevaUlt Systems from other sotryij-o (al. .

Table I

Overviow of the Transact io Ft ature 'i AIi; 'll,]'',

TRANSACTION FEATURE TRANSACTIONAL IMPLICATIONS
IDENTIFICATION IMPACT ON SYSTEM

FUNCTIONS
DESCRIPTION Ouality of Function Performance

AMPLIF ICATION Timeline of Function Performance
Attribuo of Dedgn Feature
Type of Transecton Affected CONSEQUENCES

BEHAVIORAL IMPLICATIONS: IMPACT ON SYSTEM MISSION

IMPACT ON USER Quality of System Products
Efficiency of Production

Burdens

User Do's And Don'ts RECOMMENDED RESOLUTION
Error Probability IMPROVEMENTS IN DESIGN

Change Design Features

Eliminate Design Features

Add Design Features
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Table 2.

Overview of the Transaction Compatibility Analysis

SPECIFY TRANSACTION TYPE: R ECTI FY DATA:
Interaction of Interest Facilitate Comparisons Between Items

wvInput U"Lsts
e Interface 'Matrices

ve Network
e Pr.ee
v, Derivitlve IDENTIFY DIFFERENCES

t- ~~ Prdut etween Features
SWi~in Fetures

IDENTIFY DESIGN FEATURES: Cmiain
Relevant Attributes of System Elements

e control Methods DEVELOP RECOMMENDATIONS
.e Presentation Fortsf
v Data Entry and Handling Poceures v Commnon Design Features
we Messag Composition Methods re Standard Task Modules
,, Data Retrieval Procedures
ve GoaI -
aError Handling Techniques

Table 3.

Systems Surveyed with Transaction
Feature Analysis Technique

TACFIRE I 155
2

TOS BC S

TCT MAGIS (USMc)

DS4 AUTO RUN BOOK SDA (USMc)

DLDED ISIS (RAND)

PHOENIX AUTO RUN BOOK DAS3

BETA
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In order to acquire creater detail in the human factors analysis of the.

user-computer interface, four specific battlefield automated systems were

selected for in-depth examination: TACFIR, TCS, IISS, and I)LDED. For oac,

of the systems investigated, a separate report has been prepared for readere

whose particular interest may focus on one system or another. Documentat i,,:.

has also been prepared on relevant ARI research literature dealing wit! r

factors guidelines and criteiia.

RESULTS

The results of both the survey and the detailed analyses clearly iindicated

that battlefield automated systems exhibit a wide range of differences relatud

to user/operator transactions. While these systems share many common design

features which perform the same functions, those features vary widely from on

system to the next. Figure 3 illustrates some of the inconsistencies in

general design features that were observed in various systems. As an example,

maay systems employ the same keyboard; however, as Figure 4 indicates, differeu:t

systems incorporate different keyboard configurations. Lack of uniformity shows

up even within a given system. Figure 5 illustrates different keyboard config-

urations used on two TACFIRE terminals. On one, the alphanumeric keys are

arranged in alphabetical order with non-alphabetic keys on the bottom row; and

the other terminal employs a modified office typewriter keyboard. In addition,

those terminals exhibit radical discrepancies in their numeric keypads, with one

keypad designed as a "desk top calculator" and the other arranged in the touch

telephone format.

System differences are by no means confined to hardware considerations.

Figure 6 shows that variations in menu display confiqurations are as qreat as

those in hardware configuration. In addition, menu selection methods differ

greatly among Army systems, as well as menu formats and the ways in which

menus are utilized.

Inconsistencies among systems became even more apparent when examininq

specific transaction features in greater detail. Different transaction methods

are used by different systems to accomplish the same function. For instance,

in using control methods to instruct the computer what functions to perform and

in what order, combinations of methods frequently are incorporated. The most

6
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Figure 3. Differences Among General Design Features of Selected
Battlefield Automated Systems.
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Figure 4. The Standard office Keyboard Configuration and vari-
ations Found in Selected Battlefield Automiated Systems.

AC Ke~boa~d

Figure 5.Two Keyboard Configurations U~sed irt) rL
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Figure 6. Meru Display Configurations in Three Army Battlefield Automated
Systems.

unique hybrid method observed was the format selection matrix on the TACFIRE

ACC SPA (Figure 7). The two matrices, as they stand alone are satisfactory;

they are organized by message type and logically constructed. However, of the

47 codes common to both, 28 are presented in different locations on the two

matrices. Any user who becomes familiar with one menu could easily become

confused when assigned. to use the other.

Errors in selectfng message formats could be significant, perhaps unac-

ceptably high, particularly when the user/operator is under stress. Inherent

problems in the SPA message format matrices can be resolved, however, with

redesiln of the message format selection matrices by placing all codes common

to division and battalion in the same location (Figure 8).
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Figure 7. TACFIRE SPA Message Format Selection P:atrices for Division and
Battalion Computers.
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CONCLUSION

Differences such as those described above are pervasive in Arm: .':"t ;

in general, battlefield automated systems are characterized by tranva-tion

design features that are incompatible with human capabilities and limit it i(,.

While individual design deficiencies, considered individually, may not i*t.

paralyzing to the user/operator, the effects of such inconsistencies ar

cumulative. When the user is faced with multiple design deficiencies, oftcr.

occurring simultaneously, human performance is impaired. When users/op!i-atrc ;

cannot function optimally, neither can the system.

Results from the analyses of battlefield automated systems provided the

foundation for the development of guidelines and criteria. The format for

these detailed guidelines is shown in Table 4. Recommendations for imple-

mentation of desirable design features are presented in summary matrices such

as that illustrated in Table 5.

Table 4.

Design Guideline Format

G. CROSS INDEXING

2.1 FIXED ALPHANUMERIC DISPLAYS
2.2 VARIABLE-LENGTH ALPHANUMERIC DISPLAYS
2.3 GRAPHIC DISPLAYS
3.0 DATA ENTRY ASSISTANCE
3.4 EDITORS
7.4 ERROR CORRECTION TECHNIQUES
7.7 ERROR DETECTION TECHNIQUES
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Table 5.

Example of a Matrix Summarizinq Guidelines for Use

of Highlighting According to the Highli-htinu, Application '

HIGHLIGHTING APPLICATION

KEY:

I = Best

2 n Second Choice

3 = Not Recommended

HIGHLIGHTING METHOD

BRIGHTNESS CONTROL 1* 1* 1 1* 2 1* 1* 1* 1.

CHARACTER SIZE CONTROL I 1 1 1 3 3 1 1 2

ALL UPPER CASE 2 2 3 2 3 2 2 3
REVERSE DISPLAY 2 2 2 2 2 3 2 3 1

UND RLIN G 2 2 2 2 3 3 2 2 3
DIFFERENT FONT 2 2 2 2 3 3 2 3 3

COLOR CONTROL 1 1 1 1 2 1 1 1 1

BLINKING, PULSATING 3 3 3 2 1 3 3 3 2

,BOXING 3 3 3 1 3 1 2 1 2

ARROW ING 2 2 2 3 3 3 2 3 2

SYMBOLIC TAGGING 2 2 2 3 3 3 3 3 2

ALPHANUMERIC TAGGING 3 3 3 3 3 3 3 3 3

POSITION DISPLACEMENT 2 2 3 3 3 3 2 3 2
• Recomended as Ist choice for standardization purposes

The design guidelines will support system proponents and developers in

selecting design features which best match the recuire!.ents and capabilities

of anticipated users/operators. Thus, the skill-6c/ao(l mismatch that currently

imposes excessive performance requirements on users/operators will be reduced,

thereby reducing the training burden that accompanies so many contemporary

systems. An additional benefit of this user-oriented design will be an in-

crease in behavioral interoperability, as that concenit was described earlier.

It is not the purpose of this project to triviali.e user-system inter-

action in battlefield automated systems, but one fact nust be recognized. The

users of these systems are supposed to work in a functional area; they are not

supposed to be computer operators. The design of the system should allow the

user to focus on developing greater skills in their c"7eer fields, rather than
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peripheral system operation skills. Furthermore, that design should allow the

user to concentrate on the generation of system products, not on how to make

the system work.

We need to stop talking about user requirements, as though they were some-

how different from system requirements. Users are components of systems. A

tank doesn't fight without a crew; neither does a Cobra. And battlefield auto-

mated systems don't function without users and operators. User requirements

are system requirements. If we don't build systems to feet all their require-

ments--human as well as hardware, software and product-- then those systems

will fail. And if they do fail, then we will have naid the greatest of all

system life cycle costs: the cost of building battlefield automated system

that cannot do the job.
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